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Our Clients

U.S. Federal Government

“Phoenix Cybersecurity — Department of Homeland Security

had extensive experience D t t of Def
implementing our solution cpartment ot Letense

in the real — Department of Justice
worid an i = — Department of Veterans Affairs
Our initiative has been

fantastically successful, — U.S. Navy

due in major part to their — US. Air Force
skills.” o

Financial Services

Chief Privacy Officer
U.S. Department of Defense

Healthcare



Implemented Use Cases

Rogue Web Classified
Device Access Data Spill

Event Triage

Phishing Malware

Endpoint Unauthorized Privilege Forensic Reporting /

Compliance Software Escalation Investigation Dashboards
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What do you want to Automate? ®

Data
Protection

Endpoint
Detection &

Response

Malware
Detection v
PHOENIX
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Choosing What to Automate

Practical Theoretical

Standard Operating Procedures
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Time-to-Value Pressure
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Understand Integrations and Data

Inconsistent Data
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Standardized Data



Workflow Ownership ©

Tools and Alerts

Security Engineering Q
Triage

Security Analyst Intelligence Sharing
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Priority-based, Modular App Framework ®

4 Reporting &
Metrics
Remediation
Recover Single
Pane of Glass
A
Case
Enrichment
Triage
Respond
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Single-Pane-of-Glass Curation

Prime Threat Score: 67

VT-Priority Chart: Baidu-International Clean

BitDefender Malware

Blueliv Clean

CSIRT Clean

Certly Clean
Clean

Comodo Site Inspector

CyberCrime

CyRadar

TooL

VirusTotal Treat Score: 15 Prime Threat Score: 67

VT-Full Chart:
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Engineering Principles Review

Establish Practical Operating Standardize Data Collection
Procedures (SOP) and Process Outputs

Create a Modular, Implement Single-Pane-of-
Templated App Framework Glass Curation
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Assign Process Workflows
to Most-Qualified Owner

Automate and Document
the Deployment Lifecycle




Deployment of Automation o

= v Q,
Development Staging Production
Environment Environment Environment
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Q&A

Thank You!

Matt Rodriguez

Agig]]}f}fﬁ?n‘ﬁﬂiﬁg Cybersecurity Solutions Architect

Tom Goetz
Senior Cybersecurity Engineer
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