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O LRIG
ESPIONAGE ADVERSARY 

BASED IN THE MIDDLE EAST

LEVERAGES MALICIOUS 
MACRO DOCUMENTS

USES CUSTOM TOOLS

EVIDENCE OF RELATIONSHIP TO 
OTHER THREAT GROUPS

USES POPULAR 
MULTISCANNERS FOR TESTING

USES WEBSHELLS ON
COMPROMISED SERVERS
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RECON WEAPONIZATION & 
DELIVERY

INSTALLATION

EXPLOITATION COMMAND
& CONTROL

OBJECTIVE

ATTACK LIFE CYCLE
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Deconstructing the Attack Life 
Cycle

COMMAND
& CONTROL

Custom Command and Control

Fallback Channels

Data Encoding
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2.0



Campaigns

Techniques

Indicators

Adversary



OILRIG



‘Nafti’

Persian for 
‘petroleum’ or ‘oil’

یتفن
or



Saudi Arabian 
financials

May 2016

June 2016

Qatari
raw materials,

shipping & logistics

Turkish
Government

July 2016

Aug 2016

US Government 
&

Saudi IT

Sept 2016

Kuwaiti 
Government

&
Israeli 
NPO

Oct 2016

Jan 2017

Lebanese
financial

April 2017

CVE-2017-0199, 
Alleged Israeli 
Government

June 2017

IT firm in United 
Arab Emirates

ATTACK TIMELINE

July 2017

Same Saudi
IT from Aug 2016

Aug 2017

UAE 
Government

&
IT org

Nov 2017

Saudi Arabian
public utility

Same Israeli 
NPO

& 
Israeli 

Government



HELMINTH

CLAYSLIDE

ISMAGENT

TWOFACE

ENDPOINT SERVER

ALMA Communicator

RGDOOR

ASSOCIATED TOOLS



CLAYSLIDE

XLS files containing 
malicious macros 

and decoy 
documents

Delivered via spear 
phishing

Uses filenames and 
variables associated 

with vendors





Dropped as both 
script and PE 

variants

Fully featured 
backdoor allowing 

for recon and 
additional actions

Capable of using 
DNS tunneling for C2

HELMINTH



00L010007MG433A5C55736572735C5075626C69635C4C69627261726965.KERNEL.WS
00L01001X0S735C7E57696E646F77735C0D0A433A5C55736572735C4164.KERNEL.WS
00L01002BPX6D696E6973747261746F725C417070446174615C526F616D.KERNEL.WS
00L010039EK696E675C4D6963726F736F66745C496E7465726E65742045.KERNEL.WS
00L01004X6O78706C6F7265725C55736572735C0D0A4B7261746F730D0A.KERNEL.WS
00L010059CB506C61746F0D0A4A4F484E2D50430D0A41646D696E697374.KERNEL.WS

. .

C:\USERS\PUBLIC\LIBRARIES\~WINDOWS\
C:\USERS\ADMINISTRATOR\APPDATA\ROAMING\MICROSOFT\INTERNET EXPLORER\USERS\
KRATOS
PLATO
JOHN-PC
ADMINISTRATOR
30
KERNEL.WS



Previously 
associated with the 

Greenbug group

Capable of using 
DNS tunneling for C2

Similarities with 
Helminth

ISMAGENT



ISMA
gent



No internal 
configuration

Limited DNS 
tunneling for C2; 

newer versions use 
DNS and HTTP

Bundled with 
Mimikatz tool

ALMA COMMUNICATOR



MIMIKATZ TOOL (758,272 BYTES) TAKES 189,568 DNS REQUESTS TO DOWNLOAD

4 BYTES RECEIVED
PER REQUEST

FILE CREATED AND 
COMMANDS EXECUTED

10 BYTES SENT
PER REQUEST

CHECK FOR COMMANDS

36.37.94.33      //START DATA
95.68.110.115    //_Dns
73.110.105.116   //Init
46.98.97.116     //.bat
...



Requires 
authentication to 
access additional 

features

Contains embedded 
secondary webshell

Discovered on 
multiple legitimate 

web servers

TWOFACE



GET /NEWSPAGES/NEWS1.ASPX



POST /NEWSPAGES/NEWS1.ASPX





Fully functional IIS 
module backdoor

Stealthier and 
harder to detect 
than webshell

Discovered on 
multiple legitimate 

web servers

RGDOOR





CMD$WHOAMI

IIS APPPOOL\\
DEFAULTAPPPOOL
\N\X00



8 
Countries

1,255
Autonomous Systems

32,959,232 
IP Addresses

9 
RGDoor Infections
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Campaigns

Techniques

Indicators

Adversary
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Published 
Playbooks

Description Campaigns

Techniques 
Used
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View Multiple 
Campaigns
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View Specific Indicators for 
Technique

https://pan-unit42.github.io/playbook_viewer/
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How should 
people use 

this?

Simulations/R
anges

Defense 
Evaluations

Application 
Framework


