Asset Management:
Scan for, and Mitigate, Malware on Servers

Server Cleaned and

Periodic Scan of Servers Restored to
for Malware Authorized State

{Verify Anti-Malware
L Product

Configuration J

{

LQuarantine Server Execute Response

Reconnect
Server

Scan Servers for Generate Response
Malware Actions

Mitigate Vulnerable
Conditions

|

Authorize
Verification

& & &

Authorize Select

Response Mitigations

e N e N e B e N B
. Install or Update
Take Forensic Image Log Accounts and . Scan Server Backup Restore Server from . Patch or Update
Rebuild Server Anti-Malware
of Server Memory Log Off Users for Malware Clean Backup Vulnerable Software
Software
s N s N s N s N B
Investigate and Remove Malicious Remove
Take Forensic Image Mitigate Potentially Files and Kill Create Clean Server ) Update Software
. . . Restart Server Unauthorized X .
of Server Disk Compromised Associated Backup Configuration
Software
Account Processes
Response Options Mitigation Options

This playbook maintains the effectiveness of a subset of controls associated with:
NIST Cybersecurity Framework: ID.RA, PR.AC, PR.IP, DE.CM, RS.RP, RS.AN, and RS.MI
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