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1. Introduction 

The nature of the cybersecurity threat is consistently growing, and cyber adversaries 
move with speed and stealth, often utilizing automation to increase the scale of their 
attacks. To keep pace, all types of organizations need to be able to share information 
and respond to cyber risk in as close to real-time as possible.  
 
Using a Department of Homeland Security Cybersecurity & Infrastructure Security 
Agency (DHS CISA) grant, the Johns Hopkins University Applied Physics Laboratory 
(JHU/APL) is conducting a joint pilot with the State, Local, Tribal and Territorial (SLTT) 
community to apply automation to enhance and speed the evaluation of cyber threat 
Indicators of Compromise (IOC) at the state and local government levels.  
 
While the JHU/APL pilot effort has focused on collaboration with specific SLTT 
organizations, some of the artifacts from this work are applicable to any enterprise 
security effort. This document will provide some of those insights to the greater 
community of cyber defenders with hopes that it will be helpful. 
 
 In order to enhance the IOCs, JHU/APL developed a simple scoring rubric that 
provides clear indications of the impact of acting on an IOC.  JHU/APL then developed 
automatable workflows that enable systems to act upon the IOCs without human 
intervention.  These two steps will be described in the next two sections, followed by 
use cases and then explanations and examples of shareable workflows for those use 
cases. 
 

1.1 Scoring IOCs to enhance their value 

There are many sources of cyber threat intelligence available to network defenders 
today. However, these feeds often result in very little tactical utility for network defense 
because of poor data quality, and limited ability to rapidly screen information to identify 
the pertinent pieces of information and what to do with it. 
 
A key component of JHU/APL’s automation efforts is to curate a threat feed that 
network defenders can consume and act upon in an automated manner. One way to 
make threat intelligence more consumable is to provide a score that conveys context 
essential to decision making in a consistent and transparent manner.  With that in mind, 
the scoring system defined in Table 1 was developed for IOCs. These IOCs can be 
extracted from Intrusion Detection/Prevention Systems (IDS/IPS), or other threat feeds. 
It is JHU/APL’s vision that a scoring system like this can be applied to a circle of trust 
group sharing IOCs amongst themselves via a third party or within an organization’s 
threat intelligence capability if one exists.  
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§ Designed to be human readable 
• Workflows (Technical Steps) 

o Implements an organizational playbook 
§ Is repeatable and auditable  
§ Can tailor the amount of automation depending on the needs and 

capabilities of the system and the desires of the organization  
§ Is machine-to-machine sharable  

• Local Instances of Workflows (Execution at System Level) 
o Is often thought of as a “run book” or “SOAR playbook” 
o Orchestrates and executes a workflow's actions in a manner that: 

§ Is consistent with local policies, procedures, thresholds, and 
decision process  

§ Incorporates technologies, products, and assets deployed in the 
local environment  

§ Responds to conditions or events that are occurring in the local 
environment  

Figure 1 provides a comparison between these types of abstraction. 
 

 
Figure 1 Levels of Automation and Orchestration Abstraction 

 
This report provides examples of workflows to help multiple organizations understand 
how to implement security automation and orchestration if they have not done so 
before. These workflows are represented using Business Process Modeling Notation 
(BPMN). This is a standard for workflows that allows for representation of the process 
without requiring specific technologies. There are multiple free and non-free applications 
for editing and reading files in the BPMN format (e.g., Camunda Modeler, Flowable 
Modeler, etc.). While visual representations are provided in this report, JHU/APL will 
also make the XML based “.bpmn” files available for download as well. Figure 2 
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provides a style reference of the BPMN elements used in the workflows provided in this 
report. 

 
Figure 2 BPMN Style Reference 

 

1.3 Cyber Defense Use Cases addressed in this report 

While security automation and orchestration can be applied to a wide variety of use 
cases, JHU/APL based this report on the workflows conducted in our SLTT 
collaboration. These use cases include the following: 
 

• Generation of a scored IOC feed 
• Receiving IOCs from the feed 
• Processing IOCs from email submissions 
• Enrichment of threat intelligence data 
• Receipt and response to IP address IOCs 
• Receipt and response to Domain/URL IOCs 
• Receipt and response to File Hash IOCs  
• Receipt and response to Email Sender IOCs 

 
 
For many of these use cases, JHU/APL is providing multiple  versions of the workflows. 
This is to allow organizations with different business rules and risk profiles the ability to 
see alternate approaches that may better fit their organization.
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2. Shareable Workflows 

The JHU/APL team collaborated with multiple organizations to develop automation and orchestration workflows to support 
the use cases addressed in this report. These workflows were inherently tied to specific technologies for each partner 
environment. Due to this constraint, the orchestrator workflows by themselves are not immediately usable by other SLTT 
members and can require heavy modification if a pilot partner changes their security technology stack. 
 
To address this issue, multiple examples of BPMN workflows are presented to showcase the different ways that one could 
approach the challenges within the use case. Some organizations may prefer a simpler approach and some may want more 
complex decision logic that is in accordance with their business practices and risk profiles. It is for this reason that multiple 
solutions exist and are presented in this report. 
 

2.1 Shareable Workflows for generation of a scored IOC feed 

The development of a threat feed has been a critical aspect of this pilot. In this section, we will present the general process 
required to create, score, and disseminate IOCs via automation and orchestration. Figure 3 shows the high-level end to end 
scoring and dissemination process being implemented. This process involves: 

1. Polling multiple information sources 
2. Extracting potential IOCs 
3. Determining if the IOC needs to be scored 
4. Performing regret determination 
5. Assigning associated scores 
6. Generating the STIX message 
7. Posting the STIX message to the TAXII server for dissemination 
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3. Summary 

Shareable workflows for security automation and orchestration allow us to provide the 
community with simple guidelines for the design of their own SOAR local instances / 
runbooks. It is JHU/APL’s intent that this document provides a starting point for 
organizations to initiate their efforts in designing and employing their own workflows. 
 
For more information regarding orchestration, playbooks, and workflows, JHU/APL 
recommends guidance found from the Integrated Adaptive Cyber Defense (IACD) 
framework (https://iacdautomate.org) . IACD provides a large amount of information for 
free on the topics of orchestration and cyber threat information sharing. More detail on 
the topic of playbooks and workflows can be found at the following page on the IACD 
website: 
 
 https://www.iacdautomate.org/intro-to-playbooks-and-workflows   
 
 


